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ExchangeDefender Introduction

The purpose of this guide is to familiarize you with ExchangeDefender and walk you through
the configuration, management and deployment of the service. ExchangeDefender is a
transparent, cloud-based security solution that protects users from email SPAM, viruses and
even dangerous content on the web. In addition to the security, ExchangeDefender also
includes LiveArchive, a business continuity solution as well as a long term archiving solution
for HIPAA / SOX / SEC compliance and eDiscovery. Furthermore, ExchangeDefender also has
transparent SMTP encryption, web file sharing, desktop tools and more to protect all
corporate communication and collaboration activities on the Internet.

You can find more information about the service at http://www.exchangedefender.com.
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Checklist

In order to deploy ExchangeDefender and safely secure the mail server and individual users
you need to have access to the following:

* Domain Name (DNS) control - Because ExchangeDefender SMTP Security is activated by
pointing the domain's mail exchanger (MX) record
to inbound30.exchangedefender.com you must have the ability to change the DNS.

* Mail Server Administrative access - Hackers and spammers can bypass ExchangeDefender
if the mail server remains exposed to anonymous SMTP traffic. Furthermore, some data
such as Active Directory (LDAP) access can only be accessed from the mail server. Finally,
you will have to disable some built in antispam software that will interfere with the
delivery of SPAM reports.

* Firewall access - You will need to make certain changes to the network access, such
as blocking anonymous SMTP connections from the Internet unless they come from the
ExchangeDefender IP ranges, and blocking internal SMTP connections to the external
servers in case your network is compromised.

* Desktop (Administrative User) access - If you wish to deploy ExchangeDefender Outlook
Addin, ExchangeDefender Desktop Agent or ExchangeDefender Web Security agents, you
will need to have administrative access to the desktop in order to install software on the
local system. We also recommend creation of several shortcuts on the users' Desktop so
they can quickly locate ExchangeDefender resources when they need them.

* Network Configuration - You will need to know the IP address that the clients mail server
is currently using and you must be able to accept mail on port 25 (while
ExchangeDefender can deliver mail to ports other than 25, advanced configurations are
beyond the scope of this guide).

* Business Requirements - You will need to make business related decisions about which
features of ExchangeDefender will be enabled or disabled, when you would like to receive
daily or intraday SPAM reports, whether or not you wish to enable LiveArchive business
continuity, which passwords to assign to the new users and the contact information for
the IT or contact person in the organization.
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Service Provisioning

ExchangeDefender Service enrollment is a four step process through which you will be
adding and configuring a new domain and it's users to the service. In the first step, you will
be choosing how you wish to provide the user lists to ExchangeDefender. In the second step,
you will be approving the domains that are about to be protected by ExchangeDefender. In
the third step you will be reviewing email addresses and display names. Finally, you will be
providing the service configuration and site specific policies for the new organization.

Creating Users: How to pick the right method

ExchangeDefender offers three ways to create user accounts and import email addresses
that will be protected by ExchangeDefender. Please review the following information
carefully before selecting one.

* XML Import - This method is recommended for smaller sites running Microsoft Exchange
mail servers. If you choose this method you will be downloading a Visual Basic Script
(.vbs) that will export Active Directory mail-enabled user objects in an XML file that you
can upload to ExchangeDefender. All users and associated display names and email
addresses will be imported.

* Manual Configuration - This method is recommended for smaller sites and servers that
are not running Microsoft Exchange and do not have an LDAP directory. Manual
Configuration allows you to use a wizard import tool to type in users names and email
addresses directly into ExchangeDefender.

* XDSYNC LDAP tool for ExchangeDefender - This method is recommended for larger
deployments of Microsoft Exchange, or environments with high user turnover. By
installing XDSYNC LDAP tool on your Microsoft Exchange server you will be assured that all
changes to your mail-enabled Active Directory users will be applied to ExchangeDefender,
removing any maintenance and user management of ExchangeDefender or double data
entry.
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Service Enrollment

Protecting a domain with ExchangeDefender is quick and simple. First, let's get the list of
users to add to ExchangeDefender.

1. To start the process please login as the Service Provider at
https://admin.exchangedefender.com. Click on the Management tab and then on the New

User Wizard:

J Configuration - ‘_ Reporting - _u Mail Log ~

Domains 3 Management - Domains
Licensing 3
o pamas
Web Filter ¥
Which damain are you looking for? Protect a new account with Exchange Defender 7.
Search: Find Hew Client Wiz
&z avchangedefender.com {

2. Select how you wish to create your users:

Domains - New Client Wizard

€ creation @ Domains €) Users € Finalize

@ Use the New! XML Dump script. (Download here)

Please select a file and click Upload button

Upload

©) Type in accounts manually.

Mext


https://admin.exchangedefender.com/
https://admin.exchangedefender.com/
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If you wish to type in the accounts manually, or if you wish to use the XDSYNC LDAP tool for
ExchangeDefender, select "Type in accounts manually." And skip to step #4.

If you wish to use the XML Dump script, which we recommend, please download the script
from the screen above and proceed to step #3.

3. If you have chosen to use the XML Dump script (Visual Basic) please download it to your
Microsoft Exchange server and execute it at the command prompt as follows:

cscript ExportAddresses.vbs

This script will create an XML file that you will have to upload to the screen above. The file
is C:\EmailAddresses.xml|

Click on Upload and when the file is confirmed, click on Next. Proceed to step #4.

4. In this step you will be asked to provide the domain names that will be protected on this
server. You must type in the domain names and click on Add to validate the domains. If you
import an XML file, the system will already list the domain names it has identified in the XML
file. If there are any problems with the domains (such as invalid domain or a domain that is
already protected by ExchangeDefender) they will show in the"Conflict" section at the top.

Domains - New Client Wizard

€ creation @ Domains E Users € Finalize

No conflicts with the imported domains.

This name wiill be used to properly associate this service with a remote PSA Solution (AuioTask,
ConnectiVizsa, Shockey Mankey). The company name must match the clients company name in your
Client Company Name: DemoCo PSA EXACTLY (including capisiization and pundiuation).

democococo.com x 1

Domain:

Mext
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5. In this step we will confirm that our users are listed correctly.

€) creation @ Domains € Users €) Finalize

Step #3 - Users

User Three u3@democococo.com i
User Two u2@democococo.com il x
m [» uZa@democococo.com ,E_. X
User One ul@democococo.com W ® 1
m [» ula@democococo.com -J'_. x
[» ulb@democococo.com ,E_. X m

Display Name:

Address:

Add

Mext

You can add users to this list manually by typing in the users name and email address in the
form on the bottom and clicking Add. Each user and alias will show up and you can add,
remove or delete aliases or users from this list in realtime.

Note: If you are using XDSYNC LDAP tool, you should only add the Administrator
account here. The rest of the users will be uploaded automatically by XDSYNC.
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6. Finally, let's configure the domain policies.

* Users Password - Please select the default password that will be assigned to the accounts
you are about to create. Users can change this password at any time.

* Administrator - Administrator is typically the IT contact person at the organization and the
users on whose behalf all welcome messages are sent to the users. Note: The password
assigned here is the domain password that the site administrator can use to login to
admin.exchangedefender.com and manage all the user and domain configurations.

* Inbound IP Address - This is the IP address to which we will deliver all inbound mail. If you
have a complex inbound network and wish to load balance the delivery across multiple
servers or create a failover scenario, click on Advanced Settings.

* Outbound IP Address - This is the IP address from which we will accept outbound mail. If
you have more than one IP address please provide it under Advanced
Settings. Note: Typically the inbound and outbound IP address are the same.

* SPAM Action - What should we do with SPAM messages? We recommend to quarantine
them.

* SureSPAM Action - What should we do with SureSPAM messages? We recommend to
delete them.

* SPAM Life - How long should we keep the SPAM messages in the quarantine? By default
we only keep 7 days meaning the user can release any quarantined SPAM messages
received over the past seven days. Around holidays it makes sense to extend this period if
staff takes longer vacations. Note: We do not recommend changing this interval. Doing so
causes exponential performance degradation because the database is larger and queries
run exponentially slower.

* Report Options - Choose if you want to enable Daily or Intraday SPAM digest reports. We
recommend disabling these reports and relying on the portal, Outlook Addin or Desktop
agent.

* Report Schedule - If you have enabled the SPAM digest reports, pick the time at which
you would like to have them generated. It takes up to 30 minutes for the report to be
generated so please keep in mind that this setting only controls when the report is
scheduled to be processed, not when it will be delivered.

* Report Contents - Report Contents allow users that have a lot of email addresses to not
report email addresses that have no SPAM in the quarantine. Enabling this removes pages
of "No SPAM Quarantined" in the report and reduces the report size.

* Time Zone - Time zone in which the clients server is located.

* LiveArchive - Select to enable or disable LiveArchive Business Continuity. If you choose to
enable this solution, each user must login to their account when the domain is created in
order to initialize the mailbox.
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Step #4 - Options

Users Password:

Administrator:

Inbound IP Address:

Qutbound IP

Address:

SPAM Action:

SureSPAM Action:

SPAM Life:

Report Options:

Report Schedule:

Report Contents:

Time zone:

LiveArchive:

@ Random Passwords
Custom Password

Please provide the name and e-mail address of the domain administrator. This person will be sent the
welcome letter indicating the authentication information and instructions on how to deploy Exchange
Defender 7 (MX records, IP restrictions, etc):

Admin Name: Dema Admin

Admin E-mail: nin@democococo.com
Admin Company: Democococo

Admin Phone: 1231231231

Admin Password: eeessess

Send Administrator a welcome email.

Please provide an IP address where the mail server receives e-mail. This is where Exchange Defender
7 will deliver clean mail {Advanced Settings):

111411111111

Flease provide an IP address which the mail server uses to send outgoing email. Exchange Defender 7
will accept mail from this address and relay to the Internet (Advanced Settings):

111111111111

Default action when Exchange Defender 7 encounters SPAM:
Tag & Deliver

@ Quarantine

7 Delete

Default action when Exchange Defender 7 encounters SureSPAM:
Tag & Deliver

@ Quarantine

7 Delete

Number of days spam is to remain active in the quarantine.
@ 7 Days

© 14 Days

0 24 Days

2 30 Days

When Exchange Defender 7 is set to quarantine SPAM or SureSPAM messages you can send the user
daily and/for intraday SPAM quarantine reports to show them what Exchange Defender ¥ intercepted.

) Disable e-mail reports
) Enable daily e-mail report

@ Enable daily and intraday e-mail reports

Generate Daily report at: 08:00 -
Generate Intraday report at: 14:00 -

Should we report e-mail quarantines even when they do not contain any SPAM messages?
@ Report quarantines for all e-mail addresses

! Report guarantines cnly for e-mail addresses that have SPAM in them

Please select the default time zone for this domain:
AmericadMew_Yaork -

LiveArchive iz an always-on live mail system designed for disaster recovery purposes:
@ Enabled 9
~ Dicabled
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7. Congratulations, you have enabled ExchangeDefender SMTP Security protection on your
domain. Please allow for up to an hour for the new configuration to propagate to all of
ExchangeDefender servers and proceed to the next section on configuring your
infrastructure. If you've chosen to create users using XDSYNC LDAP tool for
ExchangeDefender, please refer to this document now.

10
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Network Configuration

In order to properly deploy ExchangeDefender, you need to make several changes on your
network. First, you have to change your MX record to point all of your inbound mail to
ExchangeDefender. This way ExchangeDefender will stand in front of your mail server and
bounce all the dangerous content that is sent to your network. Then, you should change your
outbound smarthost to allow us to scan all of your outbound mail*. Finally, enforce IP
restrictions so that you can only exchange mail through a trusted connection with
ExchangeDefender.

*For users that rely on email for correspondence, outbound network will automatically
archive all outbound emails. If you have a business requirement that includes sending out
notifications, automated responses, marketing, large distribution lists or other non-
correspondence items, we offer outbound-jr high speed relay designed for that specific need.

MX Record

Please modify your MX record and change it to: inbound30.exchangedefender.com

You should not have any other MX records for your domain name (subdomain MX records
are OK).

11
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Outbound Smarthost

Please modify your SMTP server to route all outbound mail through the following
smarthost: outbound.exchangedefender.com

Please follow these instructions to modify the smarthost on Exchange 2003 and 2007:

Exchange 2007/2010
1. Login as the Administrative user to your Exchange 2007/2010 server and open Exchange
Management Console.

. Maintenance
. Compukter
. Micrasaft Exchange Server 2007

B8 Exchange Management Console

= Metwark,
EE Exchange Management Shel

@ Exchange Server Help
. Microsoft Metwork Monitor 3.3
. Skartup
, Windows Powershell 1.0

Control Panel

Administrative Toaols 3

Help and Support
Run...
Windows Security
1 Back.
Skart Search [ﬂ 0 | ﬂ | 3 |

2. Expand Organizational Configuration, click Hub Transport.

3 Microsoft Exchange
[= |sis| Cwganization Configuration
s Mailboz
s Client Access
=¥ HuD Transpaork
|sit= Unified Messaqing

12
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3. On the right hand side under Actions click New Send Connector.

Actions

Hub Transport -
_:_3 Mews Remate Domnain, ..

%bj Mewe Accepbed Domain.

_.:' Mew E-mail Address Palicy, ..
“= MNew Transport Rule, ..

s

“‘ Mewe Journal Rule.

L Mew Send Connector,,,

4. Give the Send Connector a name and select the intended use as Custom.

New SMTP Send Connector

b |
1

P —ld s

B Inioduction Introduction
3 Address space Thes waaed helps you create a new SMTP Send connector on the selected Exchange
” serves. To configure properties not shown in this wzard, in the Exchange Management

J Network tattings Console, selact the new connector. Then, in the action pane, ciick Propesties
4 Source Servet Name
« New Connector IDemo conrachoe
- Sedect tha intended ute fof this Send conemeto

ustom

Descrpion: Selact this option 10 create 3 customzed connaciod, whech wil be used to
connect with systems that a0 not Exchange servers.

Heo | cBock [ New> Concel |

5. Click the Add button on the Address Space screen.

13
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6. Under Address put the recipient domain name, check include all sub-domains and leave
the cost as low as possible, click OK.

SMTP Address Space | x| |

Type:
[SMTP

Addresz;
Ix

v Include all subdamaing

Coost;
[
ak I Cancel
7. Click Next.
-
1 New SMTP Send Connector
) rtroducton Address space
£ Addvess space Specly the addest spacels) to which this connector will soute mat
J Network setings pagd.. v SER.. X
J Souce Secver Type Addrers Cost
o+ New Connector SMIP o 1
< Completion
< | 2f
™ Scgped Send comnector
teo | cpock [ hets | camn |

14
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8. Select the radio button to "Route mail through the follow smart hosts:" and click Add.

i

———

New SMTP Send Connector

1 Introducton Network settings

11 Asdess ipace Sedact how 10 send mad with thas conrector

[ Neowort. tatting: € Use doman name systen ONS) "MX" teconds 1o soute mal sutomaticaly
I Source Secver @ Route ral through S followirg gt hodts

4 Now Conneck .
Ll ot o agd...

i Coegletion

I Use the Egtemal DNS Lockup setings on the taripon terver

e | ok o> ]| coxa |

9. Select the radio button to "Fully qualified domain name (FQDN):" and enter
"outbound.exchangedefender.com" and click OK.

add smart host Ed |

P Address:

joo.no
Example: 1921681010

&+ Fully qualified domain name [FADM]:

I-:uutl:u:uunu:l.e:-cu:hangedefender.curd

Example: zmarthozt company. com

k. I Cancel

15
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10. At this point, you should be able to see the server you specified listed then click Next.

-
‘ = New SMTP Send Connector
—
B Introduction Network sellings
B Address space Sedect how 10 send mal with this connector
[ Netwodk settings € Use doman name system [DNS) "MX" tecoeds 10 route mad actomatically
Corfigure smart & Route mad theough the followsng gmart hosts
< host stherbcaho. X
A JER.. X
4 Source Servet St hodt
4 New Connector outbound exchangedelender com
- Comgletion
™ Use the Egtemnal DNS Lockup settings on the ansport server
_te | T o |

11. Since ExchangeDefender uses your server's IP Address to authenticate access, leave the
radio button set to Authentication Settings "None" and click Next.

New SMTP Send Connector
—p e
B Irivoduction Configure smart host authentication settings
1 Addess tpace & Nore
Y Netwosk setfings € Basic Autwriication
Corbigae st B asic Authentication over TLS
03 host subhenticatio 8 B abvc Ashuricati
o Scource Servet l

~ New Connector
< Completion

Notec ol st hotts must sccept the same user name and pastword.

" Exchange Sorver Authertication
" Extemally Secured [for example, with WPeec)

Help I < Back “ Nest > I Carcel I

16
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12. On the source server screen verify that the exchange server is listed (If not, click Add and
find the server) and then click Next.

New SMTP Send Connector

—t

B Introduchon

B Addiess space

1 Network soltngs
[ Source Server

4 New Connector

J Completion

_teo |

Source Server

Asgocuste this connector with the following Hub Transport servers. ARematively, you can
4dd Edge Subscriptions 1o thes bat

Poadd... | X

Nome Ste | Role

EXCHANGE Defaut-FustSeeName Madbox, Chent Access, Hu
« | 2§

Bock [[ Nea> |  conce |

13. On the final screen you will see the commands that will be run to create the send
connector. Click New and on then Finish.

17
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Exchange 2003

1. Login to your Exchange 2003 server and open System Manager.
R | 1
fi Microsaft Exchange » I@ additional Resources »
l@ Skartup » l@ Deployment »
@ Interrnet Explorer u Active Direckory Users and Computers
Lﬁ] Cutlook Express = Svstem Manager
.. PRemote Assistance

Administrative Tools

Al Programs

ENED

Wrindows Support Tools

[ Log OFfF E}] Shuk Down

2. Expand Connectors, right click Small Business SMTP Connector (or your active outgoing
SMTP connector) and select properties.

%5 TOSDOMALD (Exchange) SrallBusine
=

[ Global Settings T
¥-J Recipients

L Servers

Mame:

El,___-l Connectors

88 1 i s S ;

N POPS Connector Disallow public Falder referrals
3 Teol

-4 Tools All Tasks 3
[+-{_J Folders

Wi g
Mew window From Here

Delete
Rename
Refresh
Expork List...

Properties

18
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3. In the general tab, set the radio option to Forward all mail through this connector to the
following smart hosts and inputoutbound.exchangedefender.com

SmallBusiness SMTP connector Properties

Address Space I Connected Fouting Groups I Delivery Restrictions I
Content Reshictions I Delivery Ophions | Advanced | Details
General

p i SmalBuzsiness SMTP corhectar

£ Usze DNS to route to each address space on thiz connechar

& Farward all mail through this connector to the following smart hosts:

outbaund. exchangedefender.com

Local bridgeheads:

Server I Wirtual S erver
DOMALD Default S TP Virtual Server

Add... | Eemove |

[ Do not allow public folder referrals

QK. I Cancel | Apply | Help |

4. Navigate to the Address Space tab and ensure there is one entry with the address specified
as * and the Cost as 1.

SmallBusiness SMTP connector Properties EH
Content Restictions I Delivery Options I Advanced | Details
General
Address Space I Connected Routing Groups | Delivery Restictions

Create, modify. or remove an address space.

Type | Address | Cost |
SMTP : 1
Add... Todify.. Bemove
— Connector scope
¢ Enlire organization
" Ruouting group

[ Allow messages to be relayed to these domains

ak. I Cancel Spply Help

19
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IP Restrictions

Enforcing IP restrictions is absolutely critical to complete protection of your mail server.
Because hackers and spammers can easily bypass cloud services and target your server
directly, mail servers protected by ExchangeDefender should accept anonymous SMTP
connections only from the ExchangeDefender networks listed below:

65.99.255.0/24
206.125.40.0/24

You should allow inbound SMTP traffic from the above IP ranges only and deny all other
traffic. You should only allow outbound SMTP traffic from your mail server to the
ExchangeDefender outbound servers.

Please follow these instructions to enforce IP restrictions on Exchange 2003 and 2007:
Exchange 2007/2010

To program the IP address restrictions on the receive connector in Exchange 2007:

1. Obtain the latest list of ExchangeDefender IPs from the ExchangeDefender Deployment
Guide under 'Configuring IP Restrictions’

2. Open Exchange Management Console

., Maintenance
Compuker
. Microsoft Exchange Server 2007

Metwark

"'E Exchange Management Shell
|'_;@ Exchange Server Help

. Microsoft hekwork Monitor 3.3

. Skartup

, Windows Powershell 1.0

Conkrol Panel

Administrative Tools 4

Help and Support

Rur...

Windows Security

1 Back.

Skark Search l[j] 0 | a |'|

20
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4. SBS Users: Right click on the "SBS Internet Mail Connector"” and select Properties
NON-SBS Users: Right click on "Default SERVERNAME" and select "Properties”.

[ Exchange Management Console

(B adin Yew Hep
| 2 m| Bim

©3 Microsaft Exchange & Hub Transport 1 ohject
[= aks Organization Configuraticon
2 Mabe ¥ Creste Fiter
J_!:m:ﬁ:m [awe = [Roke [ version | External P
| r. | ansport | =
42 Unified Messag Coi ENCHANGE Hub Transport, Chent Aoc...  Yersion 8.2 (Buld 176.2)
El § Server Corfiguration
A Tailboe
= Chent Access
Lo Hub Tr.
2 Unified Mes
M &, Recpiert Configurat
= Toobox
1 | L3
7 EXCHAMNGE
Recerve Connectors |
Narms = | status |
35'1cmfxcmm;|-: Erabled
Cusable
Femove
[
Jrstart| | G W& | Eﬂmnmmullmmmnm_ _:nmaﬂnml.wl " Sarvices

21
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5. Once the dialog box pops up select the "Network" tab:

Default EXCHANGE Properties

“General MNetwork | Authentication | Pesmission Groups |

Use these local [P addresses o receive maik
qehdd.. Edi. X
Local IP address(es) | Port

[Al svailable |PvE addresses] 25
[&l avalable |Pvd addresses] 29

Heceve mal from remate sarvers that have thesa [P addresses:

aahdd.. « 7 Edt.. X

FRemote IP addiess{es) &
216.123.109.0/24

B4.182133.0/24

B4.182139.0/24

64.182.14000/24

64.182 164.0/24

B5.99.192.0/24 LI

CE Mn SR N2

oK, Cancel Apply | Help |

6. Under "Receive mail from remote servers that have these addresses:" find the entry that
says 0.0.0.0-255.255.255.0 and delete the record.

22
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7. Under "Receive mail from remote servers that have these addresses:" click Add. Input the
first ExchangeDefender IP range/netmask. Repeat this step for each ExchangeDefender IP
network in the deployment guide.

Add IP Address{es) of Remote Servers |

Addresz or addrezs range
|5.99.255.0/24
Ewxample: 192 168.1.0/24

(] % I Cancel

8.Please ensure under the Authentication tab that Anonymous delivery is allowed from our
ranges.

'Generall Netwu:urkl futhentication  Permizzion Groups

Specify who iz allowed to connect to thiz Beceive connectar
IV énonymous users

¥ Exchange users

¢ Exchange servers

¥ Legacy Exchange Servers
[ Partners

ol | k. I Cancel Spply Help

23
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Exchange 2003

1. Obtain the latest list of ExchangeDefender IPs from the ExchangeDefender Deployment
Guide under 'Configuring IP Restrictions’.

rﬂ Microsaft Exchange »
I@ Skartup » I@ Deployment »
@ Interrnet Explorer E] Active Direckory Users and Computers

“2) outlagk Express = Svstem Manager
e

g Pemote Assistance

I@ Administrative Tools »
All Pragrams 7] windows Support Tools  »

[ Log OFfF E}] Shuk Down

|Ln:n:ati-:|n: C:\Program FilesiExchs

2. Login to your Exchange 2003 server and open System Manager.

24
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3. Expand Servers, ServerName, Protocols, SMTP - right click "Default SMTP Virtual
Server" (Or the active receive connector name) and select properties.

%4 TOSDOMALD (Exchange)
& {4 Global Settings
EI.__.-I Recipients
.__.-l Details Templates
.__.-l Address Templates
E||Li-,._ﬂ &l Address Lisks
- -8 Al Contacts

148 Al Groups

-1 All Users

-1 privateussr,com
- -8 Public Folders
|Li-,._ﬂ &l Global Address Lists
{Td Offline Address Lisks
{"d Recipient Update Services
.__.-l Reripient Policies
[=-{_3 Servers
=5 DOMALD

----- I. E Queues

Elg_;_a First Shorage Group

5 Mailboz Store (DOMALD)

. &9 Public Folder Stare (DONALD)
=i Protocols

-3 POP3
=+ SMTP
R ) el ault SMTP Wirtual Serven
...... E ¥ 400 Skark
Zonneckars Stop
31 SmallBusiness SMTP conneckar Pause
;1.3 POPS Connector Manager iem i
lools
“olders Renames

Refresh

Properties

Help

25
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4. Navigate to the Access tab and then select the Connection button.

Default SMTP ¥irtual Server Properties EE3 |

General Access | Messagesl Deliver_l,ll

—Access contral

Enable anonymous access and edit the

authentication methads for thiz rezource. | Authentication, . |

—Secure communication

Yiew ar et the secure communications
method uzed when this virtual server iz
acceszed,

Certifizate. . |

[Commumnication... |

— Connection control

[Grant ar deny access to thiz resource wzing Conmection I
IP addreszes or Internet domain names. =
— Relay restrictions
[rant ar deny permiszions to relay e-mail Relay |
through thiz SMTP wirtual zerver. -
k. Cancel Spply Help

5. Remove any entries from previous providers or entries that have the IP range 0.0.0.0 -
255.255.255.0

26
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6. Click Add to enter a new IP restriction. Select the Group of computers option, insert the
first IP range for ExchangeDefender and set the subnet mask to 255.255.255.0 - click OK.
Repeat this step for each ExchangeDefender network.

Computer

Add one of the following ta the list.

™ Single computer

|F address:

I . . . DHE Lookup:.. |
¥ Group of computers

Subnet address: Subnet mask:

IEE.EIEI.EEE. 1] 255 . 255 . 255 . 0O
£ Domain

==

k. I Cancel | Help |

7. Restart the Simple Mail Transfer Protocol (SMTP) service to apply the changes.

Warning: Do not enforce IP restrictions until at least 72 hours after the MX record change.
Enforcing IP restrictions while your old DNS zone is still cached on the Internet will result in a
permanent mail loss and mail delays.

Should the IP restrictions be applied on the firewall or on the mail server? We are frequently
asked this question and the answer depends on whether you have external users or third
parties attempting to relay mail through your mail server. If you have external connections to
your SMTP server (from third party vendors or mobile users) then it is easier to enforce
restrictions on the mail server and enforce password protected SMTP access there. However,
if you do not have external connections the restrictions should be enforced on the firewall in
order to free up resources on the mail server.
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Own Web Now Corp recommends deployment of Client Software Suite solutions over email
Daily and Intraday digest reports for several reasons:

* Over 99% of all email SPAM reports are ignored or filtered to junk mail.

* Qutlook and Desktop addins allow for real-time access to SPAM quarantines and settings.
* Client Desktop solutions work the way users do, in the applications they use.

* Client Desktop solutions are interruptive, they alert the users when necessary.

ExchangeDefender Client Software Suite was designed to give the user a more familiar
experience, closely tied to the way they access their email and messaging. Outlook 2007
addin is perfect for Outlook power-users that never want to leave their Outlook experience.
Similarly, Windows Desktop agent "annoyerizer" was designed for sales professionals, travel
agents, financial industry employees and anyone that needs frequent alerts telling them that
SPAM has been blocked from their inbox.

For more information about Client Software Suite please see the following page:
http://www.exchangedefender.com/features client software.php.

Documentation, branding and deployment instructions are available in the individual
downloads.

Advanced Deployment Considerations
ExchangeDefender is a very flexible security solution and we encourage our more technically

advanced partners to use ExchangeDefender to improve reliability and failover of their own
sites with ExchangeDefender's help.
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